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for a copy of DODIG-2015-097, Evaluation of DoD Use of Unmanned Aircraft Systems (UAS)
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(L)) Recommendations

o {FOUOYWe recorhmend that USD (P) establish a standardized
formal approval process for UAS support to domestic clvil
authorities.

s (FOUGYWe recommend that USD (P) address the concerns of
Military Service/National Guard Bureau UAS experts that policy -
dmbiguity is potentially degrading UAS training and operatlonal
readiness,

®  {FOUO}We also recommend that the USD (P) formally charter
the Domestic Imagery Warking Group,

(U} Management Comments and Ouwy

Response

(U} The Assistant Secretary of Defense for Policy, Homeland Defense &
Global Security concurred with our recommendations, and no further
comments are required, Please see the Recommendations Table on the
next page.
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INSPECTOR GENERAL
DEPARTMENT OIF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350. 1500

March 20, 2015

MEMORANDUM FOR SECRETARY OF DEFENSE
UNDER SECRETARY OF DEFENSE FOR POLICY

SUBJECT: (1) Evaluation of DoD's Use of Unmanned Afrcraft Systems for Support to
Civil Authorlties (Report No. BODIG-2015-097)

{U) The Deputy IG, Intelligence and Special Program Assessments {1SPA) 15 providing this report
for your information and use.

(U) We considered management comments ona draft of this report when preparing tha final
raport, Comments from thé Office of Assistant Secretary of Defense for Policy, Homeland
Defensa & Global Security were responsive for all recommendations.

{U) We appreéciate the courtesies extned to the staff. Please directquestionstomeat
(703) svo QI sN 64+ RIRIE oI 02 <o illosw +o- SN

Intelligence.and §
Program Assessments
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introdnetian

(U} Introduction

{U) Objective

(U} Our objective was to determine whether DoD palicies and procedures for using DoD
unmanned aircraft systems (UAS) and associated processing, exploitation, and
dissemination [PED) activities comply with applicable laws, regulations, and national
policies for providing support to domestic civil authgrities.

(U} Backeround

{U) During the last 10 years, the quantities and types of UAS acquired by the Military
Services have increased. Their capabilities, along with PED enhancements, have
become integral to warfighter operations across the spectrum of conflict.

The prevalence and uses of unmanned systems continue to grow at a
dramatic pace, The past decade of conflict has seen the greatest
Incréase in UAS, primarily performing Intelligence, Survelliance, and
Reconnaissance (ISR) missions. Use of unmanned systems in other
domains i5 growing as well. The growth of unmanned systems use s
expected to continue across most domains, Unmanned systems have
proven they enhance situational awareness, reduce human workload,
improve mission performance, aind miniiviize overall risk to both
civilian and miitary personnel and all at a reduced cost.? )

(U) Effective use of these unmanned capabilities requires highly-tralnedvUAS vehiclé
operators, sensor and payload operators, and analysts to process, exploit, and
disseminate the data collected. The Military Services train all UAS personnel at various

! pob, "Unmanned Syctems Integrated Roadmap FY 2013-2028°
i
Aebact Mo BIOHG-2D(5097 ;1
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(U) locations around the country. The training is specifically designed to ensure that
UAS' and personnel can be operationally employed to satlsfy combatant commanders’
overseas warfighting requirements.

Moie than ten years of war in the combat zones of Iraq and Afghanistan
have taught a generation of Airman valuable lessons about the use of
Remotely Piloted Aircraft (RPA)? and other ISR assets. The lesson yet
to be learned, however, is that this baitle space experience is not
directly applicable to operations in the US. As the nation winds
down these wars, and USAF RPA and ISR assets become available to
support other combatant command (COCOM) or U.S, agencies, the
appetite to use them in the domestic environment to collect airhorne
imagery continues to grow, as does Congressional and media interést in
their employment,?

{U) Scope and Methodology

(U) The evaluation was conducted in accordance with Quality Standards for Inspection
and Evaluation issued by the Council of the Inspectors General on Integrity and
Efficiency. Those standards require that we plan and perform the evaluation to obtain
sufficient, appropriate evidence to provide a veasonable basis for our findings and
conclusions based on our evaluation objectives.

{U) Our evaluation iiicluded a review of Federal Statutes, DoD policy and directives,
Chairman of the Joint Chiefs of Staff Instructions, Service policy and directives, and
National Guard Bureau (NGB) policy and directives. We also conducted interviews with
personnel from across the Depaitment responsible for policies and procedures for the
conduct of UAS operations (See the Appendix).

? ‘Yhe USAE uses the term Remotely Piloted Alrcraft instead of LAS,

¥ “protecting Security and Privacy: An Anolyticol Framework for Alrborne Domestic Imagery;”
Colonel Dawn M.K, Zoldi, USAF; USAF Law Review, Vol 70
h
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(U) We visited a cross-section of National Guard, U.S. Army, U.S. Navy, U.S. Marine Corps,
and U.S. Air Force operational UAS and Intelligence units that have capabilities or
responsibilities for processing UAS collected information. These unit visits or “spot
checks” were condiicted to determine the personnel's level of understanding and
compliance with DoD policy and Service diréctives for employing DoD UAS in support of
civil authorities.

(L)) Statutory Environment for Employment of

Dol UAS in Domestic Operations

(U) There ave various controlling federal statues that define what the DoD is authorized
to provide to domestic civil authorities, They include Title 10, Title 32, Title 42, and
Title 50. There are no federal statutes that specifically address the eniployment of the
capability provided by a DoD UAS if requested by domestic civil authorities. Therefore,

* Seclions 375, 382, 2664, 9442, and Chapter 15 of title 10, United States Code; title 32, United States Coda;

Sections 300hH-11 and 5123, and Chapter 15A of tite 42, Unlted States Code; title 50, United States Cade;

Exccutive Order 12333, “United States (ntefiigence Activities,” December 4, 1981, as amended; Dob 5240.1-R,

“Procedures Governing the Activities of DoD Intelligence Componants That Affect United Stakes Parsons,”
December 1982; DoD Directive 3025.18, * Defense Suppart to Civil Authorities,” Décember 28, 2010; DEPSECDEF
Memarandum, "Interim Guidance for the Damestic Use of Unmanned Alrcraft Systems,” September 28, 2006,
2
Beporl Mo, BODH-Z015-097 | 3
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DoD and the Military Services have developed a policy framework for the domestic use
(U) of the UAS capability in accordance with the authorities granted for generic defense
support. The framework also covers executive level policies that were developed to
protect fully the legal rights of all United States persons, including freedoms, civil
liberties, and priva_éy rights guaranteed by Federal law.

{U) Given that the primary operational mission of the majority of DoD UAS assets is the
collection of intelligence, DoD UAS domestic operations are also subject to Executive
Order 12333, "United States Intelligence Activities,” and DoD Directive 5240.1-R,
“Procedures Governing the Activities of DoD) Intelligence Components That Affect
United States Persons, December 1982."

(U) Office of the Secretary of Defense Unmanned
Aircraft System Policy and Guidance

(U} In addition to the Intelligence Overslgh't_ directives, DoD UAS continental U.S,
operations are conducted under a unique DoD policy directive, On Sebtember 28,2006,
_ the Deputy Secretary of Defense signed the “Interim Guidance for the Domestic Use of
Unmanned Aircraft Systems.” The purpose was to ensure that DoD UAS are used in
accordance with U.S. law and departmental framework. The directive also identifies the
appropriate use of DoD UAS assets in domestic operations, This guidance applies to all
DoD UAS, used in domestic operations, whether operated by Active, Reserve, National
Guard, or other personnel, 3

® While this memorandum directed the ASD Policy, Homehind Defense, to develop “..a more comprehensive policy
docuiment for Domesiic Use of Unmanned Aircraf_t Systems,” when this assessment began, the 2006 interim guldance
remalned the guiding BaD policy for domestic UAS operations.

Hesnord Noo OG- 201050497 11
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{(U) The interim policy encourages the use of DoD UAS to support appropriate domestic
mission sets, including homeland defense and Defense Support of Civil Authorities
(DSCA). Dob Directive 3025,18, “Defense Support of Civil Authorities,”

September 21, 2012, is the guiding DSCA policy document for the DoD,

“DSCA is supporl provided by U.S. Federal military forces, DoD civilians,
DoD contract personnel, oD Component assets, and, in coordination
with the Governers, federally funded National Guard forces in response
to requests for assistance from civil authorities for domestic
emergencies, law enforcement support, and other domostic activities,
or from qualifying entities for ‘spectal events,'"”

(U) The interim policy is highly restrictive on actual authorization, Itspecifically
forbids the use of DoD UAS for DSCA operations, including support to Federal, State,
local, and tribal government organizations, unless expressly approved by the Secretary
of Defense (SECDEF), or designate. Interviews with Assistant Secretary of Defense for
Homeland Defense and America's Security Affairs personnel indicate that, to date, the
SECDEF has not delegated this approval authority.

(U} Military Service and National Guard Bureau
Implementation and Execution of DoD UAS Policy

(U) Our interviews with Military Service and NGB personnel revéaled that they operate
UAS of various capabilities and configurations and approach the employment of UAS
for DSCA differently, primarily because of Service culture and overall UAS

operational expetience.

(1) We reviewed all Service DSCA directives and found that while each Service has
overarching doctrine, policy, or instructions for Implementing 0SD directives for DSCA;
their implementation of 0SD policy on UAS use for DSCA varies greatly, For example,
U.S. Army FM 3-28, “Civil Support Operations, Appendix H, UAS in Civil Support,”
August 2010, states that “...all requests for UAS must be approved by the Secretary of
(U) Defense,” On the other hand, U.S. Air Force, Air Combat Command Instruction

% Dafense Support of Civil Authiorities (DSCA), Interageacy Partner Gulde, April 2013, OFfice of the Assistant Secretary of
Defense {Homeland Defense & Ameritas’ Security Affairs.)

Repat] Mo, DUHG-2015 047 |2
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10-810, "Operations Involving Domeéstic Imagery Support Request Procedures for

U.S. Missions,” December 2013, states that “...use of intelligence, surveillance, and
reconnaissance, operations reconnaissance; and remotely piloted aircraft, particularly
for DSCA missions operating collection systems outside of DoD-controlled airspace
within the U.S. may” require Secretary of Defense approval” The U.S. Navy and the U.S.
Marine Corps do not currently have specific directives or instructions for UAS use for
DSCA. The NGB DSCA directives for UAS employment is a reflection of their Service
affiliation, Le.; Alr National Guard units comply with U.S. Air Force.Instructions and
Army National Guard units comply with US. Army UAS directives,

(L) Dol UAS Support to Civil Authorities Events
{POHO}We began our evaluation by requesting from each of the Military Services and
the NGB all examples of instances where a DoD UAS had been employed in support of
civil authorities in the continental U.S. or U.S. Territories from September 28,2006, to
the present. These dates were chosen to coincide with the release of the current
interim guidance for UAS support to domestic civil authorities, We requested that for
each instance the following data should be provided: date of request, requesting
authority, summary of request, approval process with documentation, summary of
event, and any lessons learned if applicable. We also asked for denied requests.

@FOUOY-This data call resulted in a relatively short collated list of less than twenty
events that could be categorized as DoD UAS support to domestic civil authorities. The
list consisted of both approved and disapproved requests. We then interviewed both
Service and NGB Headquarters personnel wha processed these requests up through the
Se‘rvice approval process to 0SD. During otk unit visits we also discussed these events
with the unit cominanders to understand how they viewed the approval process, as well
as how the interim guidance policy impacted the actual support request.

? Emphasls addegl,

Hipors Mo, PORIG- 2015087 | 3
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{FOUO}-Service and NGB Headquarters representatives told us that each of the DoD UAS
support requests was processed differently, A number of the approval requests were
processed through normal DoD tralning event channels that are managed by the joint
staff, A few were processed through Service channels working with 0SD, And we heard
that some were handled directly between the OSD staff, SECDEF, and civil authorities
telephonically. We were unable to uncover any formal documentation procedures that
defined the end-to-end approval process. We were told that this ad hoc process
contributed to anxiety among the Service and NGB unit commanders about when they
had the authority to employ their UAS resources as requested.

HoUo-DoD Does Not Have a Standardized Approval
Pracess for UAS Support to Domestic Civil Authorities.
{FOUO) While the current OSD interim guidance for DoD UAS Support to Civil

Authurities provides _giliciance on UAS employment and when to request SECDEF
approval, it doesnot pravide a mechanism for how to process that request.

NGB (BYIEY

NGB (W(THE)

Ruport 8o, DODIG-2015-097 1 4




Finding

FOUO-Service and National Guard UAS Experts
Expmsge@% Concern that Policy Ambiguity Is Potentially
Degrading UAS Training and Operational Readiness.

{FOUO Multiple units told us that as forces using UAS capabilities continue to draw
down overseas, opportunities for UAS realistic training and use have decreased. UAS
unit commarnders explained that providing UAS support to civil authorities could yleld
more realistic training opportunities and increase operational readiness. However,
multiple commanders also stated that as a result of the restrictive approval processes
for domestic UAS use, policy confusion, and internal Service hesitations, potential
training opportunities are missed.

(EOUDYUSAF representatives told us that the OSD policy makes it difficult to determine
what training is acceptable for DSCA UAS missions. For example, a unit submitted a
request to use a remotely piloted aircraft (MQ-1 Predator and/or MQ-9 Reaper) to
support incident awareness and assessment during fire season training with the
Department of Energy. The unit was informed thataithough the training met the
qualifications expreésed in the Alr Combat Command Domestic Imagery Training
Proper Use Memorandum (PUM),2 the activity was classifted as DSCA, since this was
support for wild fires to an outside agency and, therefore, required SECDEF approval.
Since the request was for incident awareness and assessment during the entire

fire season, the unit chose not to pursue blanket approval because of what they felt was
an oherous approval process.

EFGHQ}ANOthf}r example was provided by the Army and Air National Guard. In this

case,a DSCA excrcise was proposed (o

? propertse Memorandum: a memarandum signed annually by an organization’s cerlifying government official that defines
the organhauons domastic imagery requirerents and intended use. 1t also contalns a proper use statenent
acknowledging awareness of the fegal and policy restrictions regarding domestic imagery, AFI 14-104, 23 Apr 2012

Haport No, DODIG-2015.097 15
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NGB MUTE)

{ROU0Y} We were also told about a DSCA training exercise with the Department of
Energy using a U.S. Air Force remotely piloted aircraft that was conducted without
formal SECDE_F approval. This exercise was for incident awareness and assessment
support of a simulated hazardous material release on Department of Energy propetty.
The training met all of the internal Service guidelines and was forwarded for approval,
However, since the exercise was conducted within DoD restricted airspace, the joint
Staff determined that approval was not required. Our interviewees oxplained that this
left them confused about _just-when the 0SB policy requiring SECDEF approval of UAS
support for DSCA applied.

{ROUO}-Finally, a U.S. Marine Corp UAS unittold us that once each month their wing
hosts a community leadership program where local politicians are invited to view and
learn about the capabilities of the various alrcraft on base, During one such event,a
local mayor requested UAS support to look for potholes inthe aréa, While the unit
conceded that this-type of operation could provide realistic training for their pilots and
sensor operators, local commanders determined that under the interim guidance,
requesting SECDEF approval to conduct a UAS mission of this type did not make
operational sense, :

(U) Impact of DoD UAS Policy on Processing,
Exploitation, and Dissemination for DSCA

{EQUOY-Along with interviewing various units operating UASs, we also interviewed
organizations responsible for performing the PED of UAS collected data. We met with
National Geosp‘a_tial Intelligence Agency (NGA) personnel responsible for ensuring that
NGA and other Defense Intelligence Components comply with the domestic collection of
tactical imagery consistent with DoD 5240.1-R. While NGA does not operate UASs they
do provide PED support to DoD DSCA and other Pederal agency UAS operations within
the United States. RSSEECEETREES

NGA ()3 S0USC § 1142

Repayt N DODIG-2015.097 |4
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NGA (LX) S0USC §3142

(ROUOMU.S. Air Force units operating UASs rely on the Alr Force Distributed Common
Ground System (DCGS) for their PED support. We visited the 480t Intelligence,
Surveillance, and Reconnalssance Wing and two subordinate DCGS elements to capture
their processes for DSCA UAS PED support. The Wing executes any DSCA support
mission according to tasking from USNORTHCOM, USNORTHCOM Contingency

Plan 3501, DSCA, serves as the COCOM's plan for DoD responses to civil requests for
support, inciuding ISR asset support. The 480t Wing has no formal policy for DSCA
support, but does comply with Air Combat Command Instriction 10-810, “Operations
Involving Domestic Imagery Support Request Procedures,” for US Missions as well as
U.S. Air Force and DoD Intelligence Oversight directives.

{EQUOY The U.S. Navy and U.S, Marine Corps currently have no UAS-specific policies for
domestic UAS PED. RS | |

(FOUO) The U.S. Army also does not have UAS-specific policies for domestic UAS PED,
However, because current USA policy prohibits UAS civil support outside of DoD
managed alrspace, they feel that compliance with all applicable intelligence oversight
regulations is sufficient to meet OSD policy guidance.

(U} The Domaestic Imagery Working Group

(U) During our evaluation we also ohserved how the Services and NGB are working
together to address some of the challenges associated with the current OSD policy on
the DoD domestic UAS use for DSCA. We discovered that an informal body, known as
the Domestic Imagery Working Group {(DIWG), was attempting to address some of the
concerns raised by the UAS units. The DIWG is a cross-functional and multi-service

. Rapart No, DORIG-2015-697 | 7
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informal working group consisting of lawyers, gperators, intelligence professionals, and
policy makers formed to address the collection of domestic imagery. We interviewed
nultiple members of the DIWG and heard that the group was originally created to help
determine the approval authorities required to conduct the collection of domestic
imagery by all airborne ISR collection assets, including UAS. Over time the DIWG
niarrowed its focus to address DoD UAS support to civil authorities and informally
captures léssons learned and best practices that are shared among the Services and
NBG., The DIWG has produced a number of recommendations on UAS employment
pracesses and legal guides to help the Services ensure policy compliance, Presently, the
DIWG is championed by USAF representatives, but each of the Services and

NGB participate, The DIWG is a best practice that should be leveraged to assist the
policy and Service communities in addressing the unique challenges of operating UAS in
the U.S.

(L1} Conclusion

{FOUO) We concluded that DoD takes the issue of DoD UAS support to domestic civil
authorities very seriously. Great care is taken by DoD personnel to protect the
American public's civil liberties and privacy rights while simultaneously preparing to
employ UAS capabilities as required by National Command Authorities. Our review of
UAS policy implementation across the department, coupled with our unit visits to
discuss actual events, did not reveal evidence that any DoD entity has employed a UAS
or conducted PED in support of domestic civil authorities contrary to laws, regulations,
ornational policies. Itshould be noted that the units operating UASs across the
department told us that, while they understand the American public's legitimate
concerns about civil liberties and privacy rights, they do not operate UASs any
differently from manned platforms with similar capabilities.

FodoRecommendations, Management Comments,
and Our Response
{FotB)-Recommendation 1

(EOUB) We recommend that USD (P) establish a standardized formal approval process for UAS
support to demestic civil autharities.

F‘G‘R‘G‘F‘H‘G{'&H}S’E‘G‘W Report Mo, BOMG-2015-097 | 4
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HEHOFAssistant Secretary of Defense for Policy, Hotmeland Defense &
Global Security

(FOUO) ASD (P] concurred with the recommendation and stated that Deputy Secretary « of Defense Policy
Memorandum 15-002, “Guidance for the Domestic Use of Urimanued Alrcraft Systems®, February 17, 2015,

addresses this issue, They also stated they will continue to work with the Mtlitary Services-and National
Guard Bureau to address any uncertainty in the approval process,

(U} Cur Response

{U} Comments from the ASD (P] are responsive to our recolimendation. The Deputy Sécrétary.of Defense
Policy Mémorandum 15:002, which isan update to the 2006 "Interim Gufdance for the Domestic Use of
Unmanned Alrcraft 5ystems" provides the hecessary darity to the Militaty Services and Natlonal Guard
Bureau on the approval process for UAS support to domastic civil authorities,

{Foue)-Recommendation 2

(F0U0) We recommend that USD {P} address the concerns of Military Service/National Guard Bureau
UAS experts that policy ambiguity i$ potentially degrading UAS training and operational readiness.
HOHOFAssistant Seeretary of Defense for f?r)fic}f, Homeland Defense &
Glohal Security

FEUET-ASD (P) concurred with the recoinmendation and stated that Deputy Secrétary of Defense Policy
Memeorandum 15-002, “Guldance for the Domestic Use of Uninanned Afrcraft Systems”, February 17, 20185,
addyesses this ssue,

{1/} Our Rmpansa

{U) Coramients from the ASD {P) are vesponsive to our recoinmendation. The Deputy Secretary of Defense
Policy Meniorandum 15-002, hias addressed the majority of the Military Services and National Guard
Bureéau's concerps about policy ambiguity impacting UAS traliing and operational feadiness,

{FOUOB}-Recommendation 3

{FOUD) We also recommend that the USD (P) formally charter the Domestic Imagery Working Group
(DIWG.)

FeaHeFRAssistant Secretary of Defense for Policy, Homeland Defense &
Global Secuvily
fFBHBi—ASD (P) concurred in pringlple to formally chartering the DIWG, Thoy will work with the DIWG

lead Service to develop the dppropriate working group leadership construct to champion Dol UAS
inftiatives.

(H) Our Response

(U} Comments from the ASD (P) are responsive to our recommendatton. The DIWG was a “best practice”
Identified during our evaluation,

], :“i v Report Mo, BODIG-2015-097 19




Manngement Commanis

(U) Mamagemem Cammems

Assistant Seare?ary of ii}e‘?eﬂs& for Policy

UNCLASSIFIED/FOR-OFRICTAL-USE ONEY

AURIETANTY BRCHETARY OF DEVENEE
BEO EFENEE PUNTREON
WASHIMNGTION D6 20N T80

L M RPN b
B iR ST

MEMORANDUM FOR INSPECTOR GERERAL OF 1155 DEPARIMENT OF DEFENSE

SUBILCT: Evatuation of DoD's Use of Unianssed Aeelal Sysicnis for Support Civil
Authoristes {Project No. D2014-DENTO1-0071.000)

FOHO Thank you for the opporunity o tevicw yout evajration of BloD's wee of
Unsiatied Aerial Systens (UAS) for suppon te civil sithorities. Thw Deparinment congurs with
reeoimnendations 1 snd 2. We believe the concerns identHled n thess tecortrndations are
w.ldrez\sed i the Februuey 17, 2005, Depiny Secretnry of I‘m‘mc F‘olk-; Mernorarsdun 15-002.

“Guldance for the Dmessic Ure of Uamannsd Asrceant Systems.” Wel will cositinue it work

Process.
et Repnding secommiendation 3. the Deparienl coneurs in trlmi{\lc fo fomally
charter the Domestic kmagery Worklng Group (1% G We will work withthe DIWG jead

Serviee to develop the sppropriate working groug lesgerihip constric) 10 champion DeDUAS
initivitves.

HOLEN (f wo oan be of any further assisunce OIU) s Yy primary
polnt ufeon!m.‘l Tor this matier, and can be roeched at{GAGE] or

(571 256 31G]
e IR
¥iric K, Rosenbach
Adtuchinen: ’
Teferna Policy Memumidum 15.002

{INCLASSIFIGD/POR-OFFICIAL USEONEY

with the Mifilasy Sesvloes and Nationel Guan! Buiean to sddies s dncertainty {n fhe approval
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Managenent Commments

DEPUTY BECRETARY OF DEFENSE
1016 BEFENBT FRUTAGON
WARHIKGYOR, BT RE35F.E218

Febrawry 17, 2013

MEMDRANDUM FOR SFCRETARIES OF THIE MILITARY DEFARTMENTS

CHAIRMAN OF THE JOINT CHITES OF STAFY

UNDER SECRETARY OF DEFENSE FOR ACQUISITION,
TECHNOLOGY, AND LOGISTICS

UNDER SECRETARY OF DEFENSE FOR POLICY

UNDER SECRUTARY OF DEFENSE FOR PERSONKEL AND
READINESS

UNDER SECRETARY OF DEVUNSE FOR INT ELLIGENCE

COMMANDIER, U S, NORTHERN CONMAND

COMMARDER, 118, PACIFIC (OMMAND

CRILF, NATIONAL GUARD BUREAU

GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE

ASSISTANT SECRITARY OF DEFEMNSE FOR LEGISEATIVE
AFFAIRS

DEPARTMENT OF DEPENSE CHIEF INFORMATION OVFICER

ASSISTANT TO THE SECRETARY OF DEFENSE POR PLELIC
ATFAIRS .

SENIOR INTELLIGENGE OVERSIGHT OFFICER

BURIECT: Policy Memonduwn 5002, “Ouldmee for the Domeatic Use of Unmanned
frcraft Systems™

EXPIRATION DATE: February 17, 2018
POINT OF CONTAGT: For niot information, contest OASDIHDRGS) ot (571) 256{1TH]

This policy iemorendum provides guidenco for the domestic use of unmanigd sronaft
systoms (UAS) to enaire that Dopartmsnt of Defunso (Do) UAS sre used in accordancs with
118, law and Do) golicy, end to erisure the eppropriete iso of Dob UAS assets In domestic
oieratons, framing, excreles. snd astlip,

120b) domestie sviation apenstions suspont Homeland Deftise (HD), Defenss Support of
Chell Authorities (DSCAY, ead wlfitary trining nd crercises, Unless specificatly provided for
in'this policy, law, or other guldmsce, Ui appravval ot the Socretary of’ Dofense bs reqisirod for all
domestie UAS aperations (ncluding HID, DSCA. and Natdonal Guerd (NG) State support
operations, incliding DD UAS uperated by NG personned InTitlo 32 ot Stats Active Duty
ymatus). Any domestic uso of UAS requises consuliation with the Fedomi Aviation
Administeation (FAA) and must be conslsteit with applicabla laws, regutations, and memoranda
of agreocent conceming the operations of TAS In the Natlonil Airspace System (NAS) This
puidanice appiles to oll DoD UAS usa inthe Unlted Stares Ouemﬂnf “domestio use” or “domestls

ats E R i : ]! HSEa ”l 2 Heners Mo, DODI-20615.087 1 11




Managenent Sorments

Peliey: Memarandun 15-003

oparations™), whether aperated by or undor contractto Active vrteserve Cinpoent milRary
personncl, or by otier DoB personnel

Unlesz perltted by faw and approved by the Scoretay of Defente, any Dol pérsonnel
uiing UAS for domestie operations, whether or nof the DoD UAS usa is relefed to 2 Imelligence
SNVAY, inny ot coriduct survetlancs on L5, persons, Thiy resriction Trclwdes usloy aiy
domitstfc DoD UAS 2 part of en sulhivized DoD responie to & kwfl request from another
Yederal dopariment of agcncy. Conghéit with Dol ireétive 5200.27° ind epplying the
wversight guidance soptained i Dol 5240.1-R’ 10 intclligence and ton-intelligence reloted
dumentic UAS use, all UAS aequisition, collectlon, setention, s disrémination of informatien
during domestle DeD UAS eploviment will be In scoordarice with standing DoD and DeD
Cumponent Intelligenice averbight guldance wid will inquice coordination und review of s praper
use nemorandui (PUMY, ' ’

‘The foflowing guldatc: o the domestle ise of UAS s pfective immedinely,

Dol Operations

) In appeoptisto clreurmstsnces, UAS moy be used In Hew of manned aiccraft fordomustlc
rissions. Appropeist: chreomstences may inclida when:

«  sistained enduranes eflarty are required:
+ upnsrned plecraft provide superior capabitites; or
»  physicat infrastricture linttations prohibit the use of manned sotary- or Nired-wing

alreraft,

. Pol) UAS in the United States may onily be used fir 110, DSCA, and NG Biaie AIPOst
openstians, inchuding upemtions ta sisppart Federul, Stato, Tocal, atid tribal governmeat
organlzatons, if pproved by die Secretary of Defense. Dol 1JAS inay not be used for Fedead,
State, or incal immediate resnonse,

Armad Dol HAS may notbo used b ihe United Stotos for ofier than teafning, exerelies,
and thiting purposes,

I tho avent of & reqitest for Fedeni] support, the Chaliman of the Jolnt Chiefaof Stalf, in
cotialtation with tha approprists govgmphlo Combatart Comtinders, will provide s
recommeendstlon to the Secratary of Defonse concemiing the usaof DoD UAS. To mmpmvnl
for sther missions, DD Components should dse the approvat sethorities, procodures,

ropoithig reuircioenis contatied inupplicable faws and rogulationy, such s CICS Instrudtion
3710.01D, *DoD Conterdreg Suppor.” Support will b provided on o rimbursable basia
dnfess otherviso requlred by Jow, of on & nop-reimbitrable basti If such support I3 both
suthorized by law end approved by the Bocretary of Defensy, .

 1oD Directive $200.27, Soavieitian of Infumatinn Coooresiay Ferss sl Otganlzetloni Not Affikted witk ibe
Driparimest of Thefoess,

! Dol 5240, 1R, Procedumss aversing the Adtivitics ef Dol Intelligees | acnponinity ther Affeet VUnlted Stades
Porard,

2
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Management Comments

Pollcy Memorandio 15002

Giavernnrs In Staies where DoD UAS sssets aro fielded 1o the Stata's National Glard may
niot employ Dol UAS withous the approval of the Saerctary of Defenise; liowyyer, thede
Gavermors may consider DoD UAS emplognent in thets planning for disaster response activities.
Goveors whe seck to wse Dold UAS misets io support of Statd disader saaputive shoald subink
a formal teques! Tn waiting to the Seerstapy oF Defense. Such reduests shinrkd contali the
analysf1 condueted that determineid that othee piannied sl aseets weie nol spproprisie, The .
Chafrman of the Juint Chicfs of SalF, in consultation with the 2ppropiidte grographic Cambstant
Commander, the Chigt of the Natjonal Gnatd furan (NG, aod the nppropriste Miliaey
Exepastment Secretary, will provide g recommendation to the Secretary of Dafeisé concaming
the use of Dol UAS in support of a Staig requist,

Plans shoutd factor inthe procodures end time required for SAA consulintion for access
totho uttessary alrspace and to obisln Seeretory of Defenss suthorization. n'concen with
Fedorul Emérgency Management Agency-coordinaied reglonal planning, sny Sisie that proposes
the use of DoD UAS n its plans should consoll with the éorrgsponding geographle Combatani
Comingnidet o castire dis Stete and DOD plan maximize vnity of ¢ffort and eMicleidy.

Seseh aned Reéseue Esconthon

“The enly excéption to the requirément for appioval by the Seeretacy of Defense for the
useof (oD UAS for domestic operations are search gnd reacue {SARY missions involving
dltresyund potential foss of 1ifo that are covcdinnted by the Alr Foree Rescoe Coordination
Conter (AFREC), Aliska Resctiy Connlination Center (AKRCC), o Joint Rescae Conidingtlon
Contes JRCCHPacifle. Specitieatly, tie fallowlng conungndars iy approve ths wse of DoD
UAS o an AFRCC/AKRCCHTRCC-Pagific coordinated wissiva with aproperly jssusd SAR
mission number afer n determination that UAS would bé the best platforin to nulit in the SAR
infsslon ::d that its use would nt Interferé with the primary 1allitary dutlod of the nit
capcemed: i

v Commonder, U.S. Nochem Conunand, through the Commander, Alr Forces Notther, in
the dologated role of Inland SAR Operationa Coordinator for the continental United
States Searcl; and Rescue Region;

« Commander, 11.8. Noithern Conunand, theough the Commandee, Alasken Cothmand, es
SAR Operations Coordinator for the Ehitéadorf Search and Resdue Reylon, Iandownss of

. or .
"o Commander, U.8. Pasific Commend, n the rots of SAR Coordinator far the landmsse of
Hawal, In closs coordination with the' (1.8, Cozst Guard. )

2ach commender witl enaura that all legal, intelligence oversight (including the requirement to
abinin & PUM), Privacy Ach, and srtpice ey die propedy sddeessed. Bach commandor wilt
prompity Inform the Seevemry i Difcngt, through Appiepriste thambls, after the usc of DD
UAS had bebn approved

W Report Bo, DODIG2015-097 | 13
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Poificy Mentoraidini 45002

Te Asslstait Seeretory of Defente for Horoband Defense pid Globat Scct_xﬂt_y'
{ASDOTDEGS) will nclizde ity SAR erecption In the next revislon of Dol Diréetive
25,18, “Defense Suppart oF Civil Avtharities”

DoD-Reyuited Trainbig snd Bxerchey

The primary purpose of domestic UAS tralning and excrcises i= for DoD forces to
comdhugt renfmlc. traluing in their core Yederal imilitary misslon areas, DoD UAS used iy tu\m!m¥
and cxereises will ot poquins ar vollect informetion (except for incidental collediion) about

specificd U'S. petions of non-Dof controlled propaity of Facilitics locatzd outslde DoD-
mnimll-.d Installations withput copsent: Alt UAS acquisition, cotlection, retention, and
disseminntion o infurmation will be in recordance with standing DoD regulations and policy,
inetuding 1012 Camponent ntelligence ovérsight guidanie, aad will eeguire a PUM.

Vise of DOTYUAS assets in domesile tralnlng and exereisss regulics:

s Prion natification 1o the Sccrelary of Theferwe IF the platfora iy 4 tuege DoD UAS' and
10 beuscd in wrainfng and cxercives critside PoDeseheduled special use aitspaie
suA)*

& Prior approval by the Secretary of Befmse if'the UAS Iy ntmed and will beused ina
iraluing, exercist, of testing cvent owiside Dol SUA; and

o Prior approval by the Seeretory of Définse for sy Dold UAS tralning and exercises
conduicied with Federal, Suate, or logal law enforeement apencies (LEAs), includlng
any DoD UAS tralning ind exercises planned in evordination with LEAS to mest
LEA information needs inaccordanco with 10 (8.0, § 371(b).

The notification to of request for approval by the Seeretiry of Defense requived by this
section vill be submitted to the Sceretary nt leaxt 30 days prior to the training, exervlss, or
tasting avent through wpproptiete Milluiry Depatment/Servics, Combatant Command; or NGB
chinngls via the Jolmt Staff (1-3), end may be submitizd #fther on & cnse-hy-case basis o in‘baich
farmal for periods niot to execed ang calondar jedr in advance of the proposed exetcise or
trpining.

Bacrglsen, Trajning, and Astivitine Not Required by Dol

Althoygh DoD egisipmedit bieued to thie NG b oficn nynitablo for use by State Governaty
fuz non-DoD purpises, Sectetary of Defense epproval is mquuw for the st od Dol) UAS assels
for nom=Dol purposcs, for DECA inining and whcrised, OF for NG UAS trahiting id exerclses
that pmv!de Incidental spport to chvil authortles, “This includes BoD UAS operated by forces ia
“fitte 10 siatis and Natlonal Guard porsannel in Titlp 32 or Stale Active Duty status.

WIS, T 315801, o L At
mﬂ?ﬂ)«m(@d&ugl 3011} wd it Pulicsion 330, Cenpeeard w.fmummﬁwum,w ety Chras

{fclay
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uwm',mam ; r.-m o ki) wllitury bk h(’:‘muwﬁuiddd. iis
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State officials who wish 10 propese the use of DoD UAS fn support of najor State
disaster resphnge exereises (or twalntng requiring spproval by the Seoietacy of Delense) should
fuctor i the procecdurss ard time requived (o ednsirll with the FAA for arceas to the necessary
Alrepacs ond 1o ubtaln Sectelory of Defense approval, Sinsés In which Do UAS assénore
fielded that havea requirement for theiruss In these execsises {or tralning requiring epproval by
the Seepstury of Detinso) ssill sibrait the Governor's request {n seriting af least 30 days in
advanct to the Secretary of Dafense through appropriate Military DepartinentiSesvice,
Cumbatant Coiminand, or NEH3 chaisnels vin the Joint Staf¥ (1.3}, and niay submit such requests
cliher on o case-hy-case basts or I bateh formal for periods not du axceed ona (1) cafendar yeet
in agvaice of the propesed exerclse o trining. ’

Acsess 3o e 115, Natiosal Altspace Svstem

1n order 16 conduct domestio epcrstions, exerclses, and ieaining, Dol» UAS nperationy
wild Hkely ngt be confined fo segregated airspace; therefore, joutine agcers to the naticant
arepace will Hkely bé required The Departmienl must continue $o make progress in sdvoncing
weguintory pollcy and guldance adsoiated with UAS operations in the NAS, #s well as in
oggressively daveloping detectosndavold toehnology 1o onsure sali bperation of UAS in
wisegragated aisspace :

The Chair of the Do Tolicy Board on Federad Aviation (PBFA) will lead the
Depariment’s effosts 1o advocate for the ellmination of unnicessary regulatory restrictions that
prevent rontlue aecess to the NAS for DoD UAS. The PBFA Clialr will work through the nilti-
ageny LAS Executive Commilive to pursue regulslory changes am¥/oe arrtingements snd
develop reasoriabla standards of safely that address liabitty and teke info 2eount the exeolient
saluly record of the Department's global UAS aperstions.

Dl will continue to promete the developtnerit of technologics, slmdardizéd oporating
yirocedures, and gollcies thet ensurs that Dold UAS ans able 1o nparats safely wiihin the national
alspace while ulso balancing and protecting personal pelvacy,

Under Secratary of Defanse for Polioy

‘The Undee Secretary of Defense for Poiil:y {USD(P)) is authorized to éstabljsh the
appoprisig pallcy fot demestic use of UAS for force protection tind proteetiun of other DoD
asséts, whather in DoD Instruction 2000,16, “Dold Antiterrorisen Sianderds.” of ather

appropiriate DoD lysuance,
Ansistant Secretary of Defensz for Homeland Dafense and Glohal Securfty

‘The ASD(IIDELIS), under the authority, direction, and control of the USD{P), {s the
principat clvitian advisor to the Yecrelary of Dafenac for the domestie use of DoD UAS, The
ASNHDLGS) will eondust a commprehensive roviow of this polley svery thres yoars and seck
approval of appropriate revisions, if requived, Al policy develapment witk be coordinated with

eport 8o DOBHE01R-087 1 15
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the Chairman of the Joint Chicls of Stef), the Do General Cotnsel. the Aasistart Secretary of
Defense Tor Spestal Opéraiinns and {ow-Intemity Conflict, and the heads ofother appropinte
Dot} oygantzations,

Asshytvend o the Secretary of Defense for Publlc Affirs

The Assistantto the Steretery of Delense for Peblic Affeles (ATSDPAY) Is revponsible
for coardinating publlc nffairs inquiries with the Milivoy Depanimens/Services, Joint S1alf,
Combatant Commonds, Natioaat Guord Bircuw, State depariments end agensies, and other
feateoral departments and ugencles es reduired Tl ATSO(PAY Iy the leed DoD official for
eatahlishing public a¥fairs guldance on donesiic use of DoD UAS. Additionsily, to pritote
transparency, the ATSD(PA) will wuik with the PBFA and the ASD{HD&GS) to develop a
webpage outlining DoD UAS domestls operaijons. i

This puidance replaces and ressings the Diputy Secietiny uf Defensg

Memorandiim, * mterim Guidance for thé Domestic Ust of Unmenaed Alrerift Systems.”
September 38, 2006,°

T hew operations] sad training requeste/aotifistion requiroments ke ffoct 60 dhys afer tso it thet thl palley
wiemmendun: b slgred

[}
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Appeadixes

Appendixes
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{U) Dob Offices Visited

L]

(U} Under Secretary of Defense for Policy representatives from Homeland
Defense & America’s Security Affalrs.

(U) Under Secretary of Defenise for Intelligence representatives from
Warfighter Support.

(U) Assistant to the Secretary of Defense for Intelligence
Oversight representatives.

(U) USNORTHCOM Directors from the Operations, Plans, Intelligence, and
judge Advocate General Directorates:

(t Natio}tal Geospatial Agency (NGA) representatives,
(U) National Security Agency (NSA) representatives.

(U) Headquarters National Guard Burea Policy, Operations, and
Intelligerice Directors.

(U) Headquarters U,S, Army, U.S, Navy, U.S. Marine Corps, and U.S. Air Force
Policy, Operations, and Intelligence Directors.

(U} US. Army, U.S. Navy, US. Marine Corps, and US, Air Force Commands
responsible for Service UAS employment policies, tactics, techniques,
and procedures,

(U) U.S. Army, U.S. Navy, U.S. Marine Corps, and .5, Air Force Commands
responsible for Service PED policies, tactics, techniques, and procedures,

Reporl W, HORIG- 2015097 | 17




{U) Unit's Visited and Location

Appuendixes

1st Air Force

Tyndall AFB, Florida

Second Marine Aircraft Wing (2d MAW)

MCAS Cherry Polnt, North Caralina

480th ISR Wing (ISRW)

Langley AFB, Virginia

27th Intelligence Squadron (27 1)

Langley AFB, Virginia

California National Guard fEHQ

Saérameﬁto, California

Alr National Guard 181st Intelligence Wing

Terre Haute, Indiana

Alr Natlonal Guard 174 Attack Wing Syracuse, New York

Army 15th Military Inteliigence Battalion Fort Hood, Texas

15t CAV - Grey Eagles Fort Hood, Texas

9™ Reconnalssance Wing Bea_ie AFB, California
49" Fighter Wing _ Holloman AFB, New Mekico
JTF — North Ft Bliss, Texas

2-13" Aviation Regiment

Ft Huachuca, Arizotia

Commander Naval Air Forces

NAS Coronado, California

.S, NORTHCOM

Colorado Springs, Colorado

NAVAIR

Patuxent River NAS, Maryland

ViMu-2

MCAS Cherry Poirit, North Carolina

(U} Use of Computer-Processed Data

(U) We did not use comiputer-processed data to perform this evaluation.

(U} Prior Coverage

(U) No prior coverage has been conducted on DoD’s domestic use of UAS for civil

authorities during the last 5 ye,afs.

Report No. BOMG-205-097 |18




(U) Acronyms and Abbreviations

cocom
0cGEs
DIWG
Dab
DSCA
1SR
NGA
NGB
0SsD
PED
PUM
RPA
SECDEF
uAs
USNORTHCOM

Avrongrns and aAbhreviations

Combatant Command

Distributed Common Grournd System
Domestic Imagety Working Group
Departiient of Defense

Défense Support to Civil Authorities
Intelligence, Surveillance, and Reconnaissanca
National Geospatial Agency

National Guard Bureau

Office of the Secretary of Defense
Processing, Exploitation, and Dissemination
Proper Use Memorandum

Reémotely Piloted Alrcraft

Secretary.of Defense

Unmanhned Alreraft System

Unitad States Northern Command

Report No, DUIG-2015-007 11y




Whlstleblower Protection
U S DEPARTMENT OF DEFENSE

'3:4?he Whiﬁi!ebfawm Protection Enhancement Aci t}f 2012 requires

-_Z_che Impeuw ("enemi to designate a Whistleblower Protection
_._-()mbudsman Io eduz“ate qgency emplovees about prohibitions

":.un iemhullmz, and ughis ahd remedies against retalfation for

}pr azmed fli&t‘lmu;'fzs, The designated ombudsman is the Dol Hotline

= L};mgim. i-_x):ﬁ n_i_(_.-;;? information on your rights and remedies agains
~ retaliation, visit www.dodlg.mil/programs/whistleblower.

~ For more information about DoD IG
| _reports or activities, please contact us:

_ leglewlmml Liaison
* congressional@dodig.mil; 703.604.8324

_ Media Contact
puhlic.affalrs @dodig.nil; 703,604.8324
Monthly Update
dodigeonhect-request@listserve.com

Reports Mailing List
dodig_report@listserve,com

Twitter
twitter.com/DoD_IG

PoD Hotline
dodig.mil/hotline







